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: - . ' AMERICAN MADE. RONK SOLID

RONK Electrical Industries' products are designed to increase efficiency, stabilize power usage, and reliably
last for decades. Count on RONK to engineer electrical solutions for infrastructure.

Add-A-Phase® Static Three Phase Converter
Econo-Phase Shifter® Power Converter

Powersoft® Rotary Soft Start Controller
e e Roto-Con® Rotary Phase Converter and Center Pivot
' Rotoverter®

Roto-Load Center®

Blocker® Stray Voltage Isolators

Other RONK Products

Meter Socket with Circuit Breakers Powertron® Docking Stations
Power Factor Correction Capacitors Powertron® Automatic Transfer Switch
Non-Fused Disconnect Single Throw Switch Powertron® Manual Transfer Switch (Series 4+)

Sales: 1-800-221-7665 | Service: 1-217-563-8333 | www.ronkelectrical.com @ (@ [
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Reliable and Safe. The Power of Us.

REVIEW OF ENGINEERING DOCUMENTATION
PERSONAL PROTECTIVE EQUIPMENT (PPE)
ARC FLASH/SHOCK HAZARD LABELS
ARC FLASH HAZARD ANALYSIS
PREVENTIVE MAINTENANCE
SAFETY TRAINING

& resapower.com
¢, 800-576-RESA

ARE YOU IN COMPLIANCE?

ELECTRICAL SAFETY IN THE WORKPLACE WITH RESA POWER

When it comes to hands-on power systems
engineering and repairs, the safety of
technicians is always paramount.

RESA Power offers Arc Flash / Safety / NFPA 70E
Awareness Training to pricritize the well-being of
technicians and minimize the chance of injuries,
downtime, and property damage.

Arc Flash Safety Awareness Classes
NFPA 70E Compliance Assessment
MNETA / NFPA 708 Testing and Maintenance

Make sure your workers stay out of harm's way
and are up-to-date on critical compliance updates
set by OSHA and the NFPA 70E 2021 Standard for
Electrical Safety in the Workplace.

% @ @ & Metwork with us on Linkedin and follow us on social media as we routinely publish
= the most recent company news, share best practices, post open jobs, and more.

www.resapower.com
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AMERICAN MADE.
RONK SOLID.

Ronk Electrical Industries manufactures high quality products for your electrical needs, while also providing
you and your customers with vast industry knowledge and unbeatable customer service from our reliable
experts. Ronk Electrical has a durable and trusted line of products, from our various switch products, meter
socket circuit breakers, stray voltage isolators, power factor correction capacitors, and phase converting
products. Our ROTO-CON® phase converter product line is some of Ronk’s most valuable and durable units.
At the height of farming season, it is important to have all your agriculture and irrigation systems working to
their highest potential.

The ROTO-CON® rotary converter provides smooth and reliable three-phase power from single-phase lines.
These converters allow the use of three-phase motors and equipment where installation of a commercial
three-phase supply is impractical or too expensive. Available in our CP, Type P and Type D-1, these units

are flexible in operating a range of different loads for multiple applications to meet your unique needs,
making them easy to install and maintain, giving you years of trouble-free service. For most applications,
ROTO-CON® is sized to the largest 3@ motor (based on FLA rating) or total motor HP to be operated at one
time. The ROTO-CON® units are recommended for loads where current balance is not as critical, such as
machine tools, woodworking equipment, welders, grain handling, and center pivot irrigation systems.
Ronk’s rotary phase converter line includes an essential unit you will need this growing season, the RO-
TO-CON® Center Pivot. This unit is specifically designed to operate a wide range of center pivot irrigation
systems. Not only is the ROTO-CON® Center Pivot UL listed, but

also has an open drip-proof (ODP) rotary base as well. The Center
Pivot is just what you need to make sure your irrigation systems are
working to their greatest efficiency. '

Making sure your ROTO-CON® converters are properly sized is
imperative to your operation. Contact us to talk to our applications
experts for sizing information. Ronk Electrical is here to keep you
running all season long by offering simple solutions for your single
to three phase power needs. Call us today, 1-800-221-7665.

www.ronkelectrical.com -

4 TEC Magazine « July 2023



Upgrade your
building wire.

Theft Deterrent

Metallurgically bonded
conductor lowers scrap value,
reducing theft incentive.

Code Compliant

NEC Compliant for 600 Volt
branch circuit conductors
since 1972.

Cost Stable

Reduced exposure to
commodity fluctuation,
improving your bottom line.

COPPERWELD

BUILDING WIRE

Learn More

Energy Efficient

Better energy efficiency
than standard branch
circuit wiring.

Safety Tested

Listed by UL and ETL to
industry safety standards
per OSHA.

Performance Proven

50 years of safe use
with standard circuit
components.

Copper where it counts™

Contact us for sales and info:
615-777-8595
buildingwire@copperweld.com
copperweld.com


http://www.copperweld.com

Platinum Tools Launches CatéA PoE
Type 4 Connector at CEDIA Expo 2023

Now Available, the Connector is a Simple Two-Piece Design That Requires Minimal Tools for Terminating Large
Cat6A & PoE Type 4 Cabling Runs; Works with a Wide Range of Cable Sizes (6.0mm to 8. 5mm and 26-23 AWG)

Platinum Tools®, a leading brand of preparation, installation, hand termination, and testing solutions from
NSI Building Technologies, is proud to announce the launch of the new Cat6A PoE Type 4 Connector (p/n
106260) during CEDIA Expo 2023, held in Denver from Sept. 7-9 at the Colorado Convention Center, booth
#3121. Now shipping, the connector has an MSRP of $17.85.

“With the increasing need for higher performance and more power, Platinum Tools has come out with a
tool-less connector that will satisfy both the Cat6A specification and meet the hefty requirements for PoE
Type 4,” said Sean Rothermel, Platinum Tools product manager. “Our new Cat6A PoE Type 4 connector is
rated up to 90W of power and running PoE across all four pairs. Whether it is for PoE lighting installations or
for powering equipment on a production floor, this connector has it covered. This connector also features

a simple two-piece design and only requires basic wiring tools to terminate and is compatible with cables
ranging from 6.0mm to 8.5mm and conductor sizes of 26 AWG to 23 AWG.

Additional specifications and features include:

+ Cat6bA certified for Patch and Permanent Link
* Unshielded twisted pair

+ IDCTerminal style contacts for wide range of conductor sizes

+ Cable tie included for securing cable jacket

+ UL 94VO0 rated housing

*  Phosphor bronze contacts with 60u” nickel coating and 50u” gold plating

*  Operatingtemp -10 C- 60 C

For additional information on Platinum Tools and its complete product line, please visit www.platinum-

tools.com, call (800) 749-5783, or email info@platinumtools.com -
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e No Tape
¢ No Plastic Straps,
e No Metallic Straps
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Designed especially for
power, communications,
and fiber optics

“The World Leader In Split Conduit Products”

Conduit Repair Systems, Inc.

The World Leader In Split Conduit Products

800-670-1804
fax: 435-673-8724
email: crs@conduitrepair.com

Please Visit Our Website at WWW.CONDUITREPAIR.COM
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The Rise of OT CybessecuiiitEals

A growing risk of cyber-attacks on operational technology (OT) highlights the need for organizations to prepare for
breaches that take down or take over industrial systems

Until recently, cyberattacks focused primarily on electronic data such as login credentials, credit card infor-
mation, and other types of both personal and business information. According to a report from IBM, such

a breach could cost an organization an average of about $9.44 million. Not to mention the bad publicity a
brand may suffer. Yet, the cost of those IT breaches can pale in comparison to the devastation to both prop-
erty and people that an operational technology (OT) breach could unleash.

In fact, Gartner predicts by 2025 cyber attackers will have weaponized operational technology environments
to successfully harm or kill humans. The reports estimate the financial impact of Cyber-Physical Systems
(CPS) attacks resulting in fatal casualties will soon reach over $50 billion USD.

While IT cybersecurity - which protects servers, laptops, phones, etc. - is fairly mature, OT cybersecurity is in
relative infancy. OT is where technology interacts with the physical world and includes industrial control sys-
tems (ICS) that monitor, control and automate processes such as those on a manufacturing floor or within
critical infrastructure.

“For the last 15 years, we've all been focusing on IT security,” says Paul Bellack, a former CIO of a $40 billion
global manufacturer with 160,000 employees. “Five years ago, few people were talking about OT cybersecu-
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rity. OT is a separate and distinct domain of tech-
nology and a more complex cyber problem to solve.
There is a lot to do to address it, and many people in
charge don't realize it.”

OT cybersecurity can't rely on IT cyber tooling

With today's digitalization, the IT and OT worlds
are no longer separate. In fact, on May 7, 2021, the
world got an unexpected demonstration of how an
attack on an organization could put its OT systems
in jeopardy. On that day, Colonial Pipeline suffered
a cyberattack that forced it to shut down its opera-
tions for several days.

In response, people lined up at gas stations to stock
up on fuel, causing shortages across several eastern
U.S. states; airlines diverted planes to ensure they
could refuel; the price of gas reached its highest
peak since 2014. Colonial Pipeline paid the ransom,
put its business continuity processes into place, and
within a week, operations were mostly back to nor-
mal. The attack was costly and generated bad press
for the company, but fortunately, nobody got hurt.

Even with no casualties, the attack on Colonial Pipe-
line should serve as proof to industry leaders that
OT systems are vulnerable to cyberattacks.

“It used to be that OT was air-gapped,” explains
Bellack. “Meaning that OT was isolated and not con-
nected to the internet. However, the two domains
are now merging, and there is a need to exchange
information between IT and OT. This merging is
accelerating, driven by the rise of digitalization and
loT. As a result, the attack surface is much larger and
more difficult to defend. OT security has now be-
come a cybersecurity problem.”

As an example, an attacker could plant a virus in the
IT Domain that spreads to the OT Domain This can
be attributed to the fact that just about every indus-
trial or production environment, including plants,
hospitals, and energy management, now have in-
dustrial control systems that connect to the physical
environment, making them part of an OT Domain.

Furthermore, the cybersecurity remediations that
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apply to IT, such as password management and
antivirus software, are not as effective or simply do
not apply to OT.

The risk profile is also different between the two
Domains. In an IT attack, a cyber breach may cause
data loss. But in OT, it can force a plant to shut down
and machinery can be taken over - possibly injuring
or killing people.

To compound the problem, OT is typically much
more decentralized than IT. With IT, companies can
set up a centralized monitoring system and push
updates and reboots simultaneously to thousands
of devices, such as phones and laptops. There is no
equivalent approach for OT. Updating and restart-
ing machinery can often require a complete plant
shutdown and may even require advance notice and
planning.
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Who's responsible for what?

While cyber threats are always changing, CIOs and
CISOs are always working to stay one step in front
of a potential IT attack. However, on the OT side,
it's often unclear who's responsible for securing the
systems.

There is a need for a separate security program for
OT that includes different tools, governance, and
processes. Companies can't simply extend their IT
security program to OT, as the differences between
the two domains are too great. It may require two
security operation centers (SOCs), which adds to the
complexity and costs of cybersecurity management.

Bellack explains that some CEOs or CIOs underesti-
mate the risks associated with an OT attack.

“It's a relatively new set of risks and a lot of exec-
utives don't understand that they are indeed in
danger,” Bellack says. “Companies build smarter,
faster, cheaper factories using digital technologies
because it's great for business. But it also expands
their attack surface, and many people in charge
don't realize the impacts or what they need to do to
protect themselves.”

When it comes to machinery, Steve Boals, Chief Rev-
enue Officer at cyberconlQ - which pioneered the
use of behavioral science to measure and manage
cybersecurity risk in IT - says there is too much of a
narrow view.

“Machines are components in a complex, revenue
producing infrastructure that is a mix of physical,
digital, and human elements. Safety and availability
are the key focus, and security is sometimes forced
to take a back seat if either of those may be compro-
mised,” explains Boals. “This is a foreign concept to
IT, but the day-to-day reality for a production plant.”

It comes down to the need for IT and OT teams to
work jointly on processes, procedures and controls
to address the cultural gaps and mitigate the overall
risk to the organization.

Addressing the OT cybersecurity problem
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OT also has to contend with realities that IT doesn't.
For example, IT devices have an average life span of
3 to 5 years. OT systems, however, can be 15 to 30
years old. Sometimes, the manufacturer may no lon-
ger be around to repair or upgrade a system, which
will require a separate approach to protect it.

When an IT infrastructure component goes down,
it can often be rebooted in a few minutes. Howev-
er, factory machinery in OT often can take much
longer to get up to speed and the financial impacts
can be considerable when you consider that some
machines are responsible for millions of dollars of
output per day.

Faced with these dilemmas, many organizations
simply don't even know where to begin addressing
the OT challenges. Fortunately, the cybersecurity
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industry is slowly beginning to build out the kind of
roadmaps needed to tackle OT cybersecurity.

As part of that, the aforementioned cyberconIQ has
outlined a 5-step framework for building a culture of
mindfulness for operations executives, management
and operations teams when addressing OT cyberse-
curity.

1. Raise awareness and understanding of OT cyber-
security

2. Conduct an audit to validate OT maturity

3. Map best practices (based on NIST and ISO re-
quirements)

4. Devise a custom playbook and accompanying
policies

5. Provide training tailored to specific populations
(plant floor, plant management, etc.)

This comes as companies are facing stricter com-
pliance obligations from the National Institute of
Standards and Technology (NIST) as well as pending
legislation.

“There are a number of pending bills out there that
could make CEOs personally accountable for a cy-
berattack,” adds Boals. “If there's a death or property
damage, and leadership has not taken the appro-
priate steps to secure their cyber-physical systems,
then they could be found liable.”

As automation and digitization surge, OT cyberse-
curity will continue to increase in complexity and
priority, requiring organizations to dedicate addi-
tional resources in order to protect against potential
attacks.

Some cybersecurity operations, like cyberconlQ,
are also offering free consultations as a way to give
companies a jumpstart on their path to addressing
OT cybersecurity. °
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The

stud
Finder:
Reinvented

Second generation of “advanced” and easy to use stud finder utilizes multiple
sensors and sophisticated signal processing to filter out false positives.

For decades, stud finders have been designed based on capacitive technology that identifies changes in den-
sity behind the walls. While this technology can indicate the location of wood stud framing, it also discovers
metal, plastic, wiring, and other objects in walls just as easily. Hypersensitive “deep scanning” modes further
increase the potential for “false positives,” objects inaccurately identified as studs. The result is that tradi-
tional stud finders frequently chirp or flash LED lights - often to the point of distraction - to indicate some-
thing was sensed. But what exactly?

Now new, more advanced technology is being introduced to this popular tool category that promises to
redefine and even reset the standards for stud finder performance and accuracy. These next-generation
“intelligent” models incorporate multiple sensors and sophisticated signal processing technology to filter out
“false positives.”
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In doing so, these technologically advanced stud
finders locate wood studs - as intended - and also
recognize and filter out non-wood objects such as
plumbing, conduit, straps, brackets, screws, protec-
tor plates, ductwork, plastic pipe, PEX tubing, and
wiring behind the walls.

For professionals and DIYers, this innovative tech-
nology will provide a more accurate representation
of what is behind the wall and significantly improve
confidence that what is detected is truly a wood
stud. The benefits are significant: minimized rework,
less damage created, and increased safety.

And yes, it's about time.
A common experience

Today, the challenge is only increasing. In addition
to metal plumbing and wiring, there is more behind

the walls than ever, including network cabling, plas-

tic pipes, and tubing. Complicating matters, wood
framing in homes, old or new, can be inconsistent
at best. Not all construction follows standard stud
spacing practices of 16" or 24" on-center, and there
are often additional support beams, fire blocks, and
other framing features that can further muddy the
picture.

Time and time again, contractors and DIYers often
think they've found a wood stud only to drill into
empty voids or attempt to insert fasteners and meet
resistance in the form of false positives, such as
copper pipes or metal protector plates. Worse yet,

a pop and a spark might indicate the discovery of
plastic-sheathed wiring.

The abundance of false positives detected can be
frustrating enough that some users opt to leave stud
finders in the toolbox in favor of techniques such as
rapping on walls or drilling pilot holes.

SOFT KNEES®
NB'SII‘?D Knee Pads

.8-4&3—.3372 e www.safeworker.com ¢ info@safeworker.com

y 4 y 4
Work shoultdn't hurt.

STOP-a-LaDDER

18 TEC Magazine « July 2023



https://safeworker.com/

Our complete control, communication and
convenience Utility Truck Console is becoming

the new standard for truck fleets of all sizes.
Loaded with standard and optional features
that maximize ergonomics, productivity,
and fleet/telecom standards into a one
exceptional Mobile Console Solution.

1-877-663-3375

www.mobiledesk.com

B T B N N N T B P o R T S B B T N [ B T T o A ] |


https://mobiledesk.com/

Still, knowing the location of pipes, wires, and other
dangerous obstacles behind the wall is just as
valuable as knowing the location of the wood stud.
Heavy items need to be mounted securely into the
center of studs or they can fall, causing damage

or even injury. Likewise, drilling into water lines

can lead to costly repairs, and attempting to insert
fasteners through live electrical wiring can result in
significant safety issues.

For professionals and DIYers alike, the consequenc-
es can be considerable rework, loss of time, and
decreased productivity.

Innovation in the Stud Finder Category

Today, basic models at varying price points are avail-
able from big name brands better known for prod-
ucts in other tool categories.

LANsShack

www.LANshack.com
. 1-888-568-1230

MADE IN Usp

Specializing in Custom Pre-Terminated Fiber Optic
& Copper Ethernet Assemblies Since 19371

% sales@LANshack.com

&= ¥ 150 9001

Zircon Corporation, however, has been in the stud
finder game for more than 40 years. In 1980, the
company manufactured the original StudSensor™
stud finder and invented the category. The Silicon
Valley-based company produces more than just stud
finders, to be clear. They design and manufacture an
extended range of sensor technologies in electronic
hand tools spanning wall scanners, metal detectors,
circuit breaker finders, drill guides, water detectors,
and leveling tools.

With this background, the company continues to
lead the path to innovation in the category. The
latest invention is Wood Stud SuperScan® with
Target Control® Technology + FILTERz™. By analyz-
ing the complex data streams from multiple sen-
sors and controlling the result using sophisticated
intelligence, the stud finder finds wood studs and

We Make IT Easy!

Fast Lead Times

+" Any Fiber Type
+" Any Jacket Type
+" Any Strand Count

Your One-Stop-Shop for all your
cobling ond connectivity needs.
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- Fiber Optic Enclosures
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- Datacom Tools & Toolkits

« Network Racks & Cabinets
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filters out metallic objects, such as plumbing, con- time and research to understand the user experi-

duit, straps, brackets, screws, protector plates, or ence. A new and improved user interface provides
ductwork in the wall. Additionally, the technology an intuitive “go/no go” indication in response to
alerts the user to the presence of other low sig- what is being sensed. With a new haptic vibration
nal-strength, non-metallic targets, like plastic pipe, and a patented SpotLite® Pointer that shines an
PEX tubing, and wiring. arrow-shaped beam on the wall, users can clearly

understand the target’s location and areas to avoid.

To simplify the delivery of this seemingly complex

information to users, Zircon invested extensive By filtering out false positives, users can be confi-
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An ounce of prevention is worth a pound of cure
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dent they have located a wood
stud and not something else. Given
the opportunity for a much clear-
er picture of what is behind the
wall, contractors and DIYers would
do well to upgrade their existing
stud finder with an affordable,
next-generation model that is sure
to become the new standard in
scanning. It would be the “intelli-
gent” decision.

For more information, call Zircon
Corporation at (408) 963-4550,
e-mail: info@zircon.com, or visit
www.zircon.com



https://www.critterguard.org/
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Register now at theutilityexpo.com
and save 20% with code PARTNER20
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Where the Utility
Industry Goes to Grow

Thelargest and fastest growing trade show for the utility infrastructure and construction
industry is back. Experience the latest technologies, innovations and trends through live
talks and hands-on demos in our expansive layout.

1.4 MILLION OVER 19,000 32ACRES
square feet attendees of equipment

of exhibits and services


http://www.theutilityexpo.com
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Your Comprehensive Training & Safety Resource Library
www.alexanderpublications.com
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CL Energy is the no-nonsense, trusted provider of
Industrial Electrical Equipment and Services!

TRANSFORMERS

We are your go-to resource for New and Reconditioned
Transformers. /CL Energy provides quality equipment
to power up your project - including Pads, Subs, Drys,
Pole Mounts, and Switchgear. Our quick lead times will
get your project up and running in no time!

SERVICE & REPAIR

With our “Boots on the Ground” mentality, our team of
highly trained professionals offer the very best in Repair
/ Reconditioning services. Need on-site service? We’ll
bring the shop to you! Our Field Service team is ready
to respond 24 / 7 throughout the North / Southeast.

SURPLUS BUYING

At JCL, we say “"We buy surplus like drunk monkeys!”
It sounds silly at first, but it’s our fun approach to a

process we take very seriously! We want to buy your
surplus equipment! Send us photos, nameplates, test
reports, and oil analysis to get the process started.

P 724.983.1300

TF 866.983.1300

= QGY WE ARE / TRANSFORMERS

E Sales@JCL.Energy

RENTALS

For all your temporary power needs, call /CL Energy!
We have a variety of transformer options, as well as 50’
and 100" medium voltage cable options available. We'll
work with you every step of the way to customize an
option that fits all your needs.
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YOUR INDUSTRIAL TRANSFORMER EXPERTS
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Rise Higher
Go Farther
Shine Brighter
Work Smarter
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Dependably beautiful. And dimmable.
, The new 100W joins our 40W and 70W catalog.
H““ } With 0-10V dimming, most models meet DLC 5.1
- requirements and are eligible for rebates. Ask too
'- - how ConnectLED can help you set the scene.
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You asked, and we delivered. The A new patented Evluma driver delivers
100W OmniMax LED retrofit was higher lumen output, even at lower CCT

designed specifically for applications  levels. Pair that with OmniMax’s
where you need more light from your revolutionary low-glare optics, and you
decorative fixtures, such as taller get the kind of light your decorative
pendant and teardrop applications fixtures were built for: warm, beautiful
(>25’), and locations where decorative and bright.

luminaires are the primary light source.

ﬂ )q www.evluma.com
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